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Abstract: Due to technological changes leading to increased digitization and networked architecture, critical infras-
tructures including electrical power systems, transportation, healthcare and industrial control systems, among others,
are more susceptible to highly sophisticated cyber attacks than before. Traditional intrusion detection techniques have
been found to be inefficient in identifying attacks because of challenges associated with detecting complex patterns
and anomalies in real time. This paper discusses a Quantum Machine Learning (QML) approach to early detection of
cyber attacks on critical infrastructure systems. In the approach described herein, quantum feature encoding, quan-
tum circuits, and hybrid quantum and classical optimization processes are exploited for improving detection rate and
computational effectiveness. Network traffic and behavior data are represented using quantum states and processed
via quantum-inspired machine learning algorithms for detecting attack patterns and cyber intrusions. Experimenta-
tion indicates high detection rate, low false positive detections and fast convergence compared to conventional machine
learning techniques. Different types of cyber threats are detected including DDoS attacks, malware infections, insider

attacks, and Advanced Persistent Threats (APTs).
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I. Introduction

Critical infrastructure systems such as power grids, trans-
portation networks, healthcare facilities, water treatment
plants, and industrial control systems form the backbone
of modern society. These systems support essential ser-
vices that millions of people depend on daily. Over the
past decade, the integration of digital technologies, cloud
platforms, Internet of Things (IoT) devices, and intelli-
gent automation has significantly improved operational ef-
ficiency and decision-making capabilities within these en-
vironments. However, this increased connectivity has also
introduced new cybersecurity challenges, exposing critical
infrastructure to a growing number of sophisticated cyber
threats [[1H5].

Cyber attacks targeting critical infrastructure have be-
come more frequent and increasingly difficult to detect.
Incidents involving ransomware campaigns, Distributed
Denial-of-Service (DDoS) attacks, malware infections, in-
sider threats, and Advanced Persistent Threats (APTs) have
demonstrated how vulnerable interconnected systems can
be. Unlike conventional attacks that focus on data theft,
attacks against critical infrastructure can disrupt essential
services, cause financial losses, compromise public safety,
and create long-term operational consequences. As a result,
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early and accurate detection of malicious activities has be-
come a major priority for organizations responsible for pro-
tecting these systems [3-7]].

Machine learning techniques have gained considerable at-
tention in cybersecurity because of their ability to identify
patterns, classify threats, and detect anomalies in large vol-
umes of network traffic. Despite their success, many tradi-
tional machine learning models face challenges when deal-
ing with highly complex and rapidly evolving cyber environ-
ments. The increasing size of cybersecurity datasets, com-
bined with the need for real-time analysis, often leads to
higher computational costs and reduced detection efficiency.
Furthermore, conventional models may struggle to identify
previously unseen attack behaviors, resulting in false alarms
or missed threats [[6H10].

To overcome these limitations, researchers have recently
begun investigating the potential of quantum computing in
security applications. Quantum computing utilizes princi-
ples such as superposition and entanglement to process in-
formation in ways that differ fundamentally from classical
computers. These capabilities have created new opportu-
nities for solving complex optimization and classification
problems that are difficult to address using traditional ap-
proaches. When combined with artificial intelligence tech-
niques, Quantum Machine Learning (QML) offers a promis-
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ing framework for extracting meaningful patterns from large
and high-dimensional datasets [[8-12].

Several studies have explored the use of quantum-
enhanced algorithms for classification, anomaly detection,
and predictive analytics. Approaches such as Quantum Sup-
port Vector Machines (QSVMs), Variational Quantum Cir-
cuits (VQCs), and hybrid quantum classical models have
shown encouraging results across various machine learning
tasks. Nevertheless, the application of QML for cybersecu-
rity in critical infrastructure environments remains relatively
unexplored. Existing research often focuses on theoretical
implementations or small scale experiments, leaving a sig-
nificant gap in the development of practical frameworks ca-
pable of detecting cyber attacks in real world infrastructure
systems [[11H15].

Motivated by this research gap, this paper presents a quan-
tum machine learning framework for early detection of cy-
ber attacks in critical infrastructure. The proposed frame-
work combines quantum feature encoding, variational quan-
tum circuits, and hybrid optimization techniques to ana-
lyze network behavior and identify malicious activities at
an early stage. The objective is to enhance detection ac-
curacy, reduce false-positive rates, and improve the overall
cyber resilience of critical infrastructure systems. Experi-
mental evaluations are conducted using representative cy-
bersecurity datasets to assess the effectiveness of the pro-
posed approach against multiple attack categories. The re-
sults demonstrate that quantum-enhanced learning models
have significant potential to support next-generation cyber-
security solutions and strengthen the protection of critical
infrastructure environments.

II. Methodology

The proposed Quantum Machine Learning (QML) frame-
work is designed to detect cyber attacks at an early stage
within critical infrastructure environments. The methodol-
ogy consists of five major phases: data acquisition, data
preprocessing, quantum feature encoding, quantum model
training, and attack classification. The overall workflow of
the framework is illustrated in Figure[T]
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Figure 1: Architecture of the proposed Quantum Machine
Learning framework for cyber attack detection.
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A. Data Collection

Cybersecurity datasets containing both normal and mali-
cious network activities are utilized to evaluate the proposed
framework. The collected data represent traffic generated
within critical infrastructure environments such as smart
grids, industrial control systems, healthcare networks, and
transportation systems. The dataset includes multiple attack
categories, including Distributed Denial-of-Service (DDoS)
attacks, malware infections, insider threats, reconnaissance
activities, and Advanced Persistent Threats (APTs).

Table 1: Dataset Distribution Across Different Traffic
Classes
Traffic Class Samples | Percentage (%) | Risk Level
Normal Traffic 12000 31.58 Low
DDoS Attack 8500 22.37 High
Malware Attack 7200 18.95 Medium
Insider Threat 5800 15.26 High
APT Attack 4500 11.84 Critical
Total 38000 100 -

B. Data Preprocessing

Raw network traffic data often contain redundant, noisy,
and incomplete information. Therefore, preprocessing is
performed before model training. This stage includes data
cleaning, missing value handling, feature normalization, and
feature selection. Continuous features are normalized to a
common scale to improve learning efficiency, while irrele-
vant attributes are removed to reduce computational com-
plexity.

ey

C. Quantum Feature Encoding

After preprocessing, classical data features are transformed
into quantum states using quantum feature encoding tech-
niques. Amplitude encoding is employed to represent high-
dimensional network traffic information within a quantum
state space. This encoding strategy enables efficient utiliza-
tion of quantum resources while preserving essential infor-
mation required for attack detection.
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D. Variational Quantum Learning Model

The encoded quantum states are processed using a Varia-
tional Quantum Circuit (VQC). The circuit consists of pa-
rameterized quantum gates and entanglement layers that
learn complex relationships within network traffic pat-
terns. Trainable parameters are optimized through a hy-
brid quantum-classical learning process in which quantum
computations are combined with classical optimization al-

gorithms.
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The learning process aims to distinguish between legit-
imate network behavior and malicious activities by mini-
mizing the classification error during training. The hybrid
architecture allows the framework to exploit quantum com-
putational capabilities while maintaining compatibility with
existing machine learning workflows.
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E. Attack Classification and Decision Making

The output generated by the variational quantum circuit is
passed to a classification layer responsible for identifying
attack categories. The framework classifies incoming traffic
into normal activity or one of several attack classes, includ-
ing DDoS attacks, malware intrusions, insider threats, and
Advanced Persistent Threats. Early detection enables secu-
rity administrators to initiate mitigation procedures before
significant damage occurs.

Table 2: Cyber Attack Classification Categories

Label Attack Type Severity | Description

0 Normal Traffic Low Legitimate network activity

1 DDoS Attack High Network flooding and ser-
vice disruption

2 Malware Attack | Medium | Malicious software execu-
tion

3 Insider Threat High Unauthorized internal ac-
tions

4 APT Attack Critical Long-term targeted cyber
intrusion

F. Performance Evaluation

The effectiveness of the proposed framework is evaluated
using standard cybersecurity performance metrics, including
Accuracy, Precision, Recall, F1-Score, Detection Rate, and
False Positive Rate. These metrics provide a comprehensive
assessment of the framework’s ability to detect cyber attacks
while minimizing false alarms. Comparative analysis with
conventional machine learning models is also conducted to
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demonstrate the advantages of quantum-enhanced learning
for critical infrastructure protection.
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Figure 2: Workflow of data preprocessing, quantum feature
encoding, training, and attack classification.

III. Results and Discussion

A. Detection Accuracy Analysis

I. Accuracy Performance Results

However, the quantum machine learning model proposed
was able to achieve an extremely accurate detection rate
throughout the evaluation phase. As can be seen from Fig-
ure [3] the accuracy rate kept increasing with each epoch,
reaching a point where it remained steady. This shows that
there was significant learning and convergence by the model.
The trend also implies that the model was successful in rec-
ognizing the unique traits in both the normal and malicious
networks in the data set. There were small fluctuations dur-
ing the middle epochs which could be due to the different
types of attacks available in the data set.



International Journal of Digital Twin Systems and Computing (IJDTSC)

DOI: https://doi.org/10.XXXXX/IJDTSC.2026.V21202

Table 3: Performance Evaluation of the Proposed QML
Framework

Metric Training (%) | Testing (%) | Std. Dev.
Accuracy 98.6 98.2 0.31
Precision 98.0 97.6 0.28

Recall 98.3 97.9 0.35
F1-Score 98.1 97.7 0.30

Detection Rate 98.8 98.4 0.27
False Positive Rate 1.4 1.8 0.12

Detection Accuracy of the Proposed Quantum Machine Learning Framework
100

Reference (95%)

b ="

95

Accuracy (%)

Final Performance (Test Set)

0 10 20 30 40 50 60 70
Training Epochs

Figure 3: Detection accuracy of the proposed Quantum Ma-
chine Learning framework.

II. Precision and Recall Performance

Both precision and recall rates exhibited a consistently
growing trend throughout the training stage. As seen from
Figure[d] both rates were increasing consistently and gradu-
ally reached relatively stable values during the final stages of
the training. This clearly shows that there is a close relation-
ship between precision and recall rates, which proves that
the suggested quantum machine learning framework can ef-
fectively distinguish between malicious and benign activity
while keeping false positives to a minimum.

Table 4: Classification Performance Across Attack Cate-
gories

Attack Type Precision (%) | Recall (%) | F1-Score (%)
Normal Traffic 98.4 98.1 98.2
DDoS Attack 97.8 98.3 98.0
Malware Attack 96.9 97.4 97.1
Insider Threat 96.4 96.8 96.6
APT Attack 95.8 96.3 96.0
Average 97.1 97.4 97.2
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Precision and Recall Performance of the Proposed Quantum Machine Learning Framework
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Figure 4: Precision and recall performance of the proposed
Quantum Machine Learning framework.

B. Attack Classification Performance

L Classification Accuracy by Attack Type

The results obtained from the Quantum Machine Learning
approach indicated high efficiency in classifying all types of
attacks that were analyzed. In particular, Fig. [5] shows that
the percentage of accurate classifications was consistently
high in relation to all types of attacks, including DDoS at-
tacks, malware attacks, insider attacks, and Advanced Per-
sistent Threats. Although there was some variability in the
percentage of classifications with regard to certain types of
attacks, such results can be explained by the nature of attacks
and the distribution of features in the dataset.
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100

98 4

97.2%

96

94 +

92 4

90

88 1

Detection Accuracy (%)

86

84 4 Overall Performance (Test Set)
Overall Accuracy
Macro Avg Precision

82

Macro Avg Recall

80 -

Malware Insider Threat APT

Attack Categories

Figure 5: Classification accuracy for different cyber attack
categories.

11. Model Comparison Analysis

The developed Quantum Machine Learning model showed
better results compared to traditional machine learning mod-
els. As can be seen from Figure[6] the proposed model was
able to detect attacks better than any other machine learning

10



International Journal of Digital Twin Systems and Computing (IJDTSC)

DOI: https://doi.org/10.XXXXX/IJDTSC.2026.V21202

Performance Comparison: Proposed QML Framework vs. Conventional ML Models
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Figure 6: Performance comparison between the proposed
Quantum Machine Learning framework and conventional
machine learning models.

technique based on all evaluation criteria. Although there
were minor discrepancies in performance between the com-
pared methods, the quantum-based approach managed to
maintain superiority over its competitors in terms of detec-
tion and classification accuracy. The results obtained allow
claiming Quantum Machine Learning to be a valuable tool
in early detection of cyber attacks.

C. False Positive Rate Analysis
1. False Alarm Performance

The developed framework exhibited consistent low false
positive results during the evaluation process. As depicted
in Figure[7] the number of false alarms kept decreasing con-
tinuously as training progressed and reached a steady lower
point. This trend implies that the framework has been suc-
cessfully able to differentiate between genuine and mali-
cious activities on the network without any excessive alarms.
Consistent low levels of false positives highlight the accu-
racy of the proposed model and suggest that it is suitable
to be applied in critical infrastructure networks where ex-
cessive alarms can have a detrimental effect on their perfor-
mance.

Table 5: False Alarm Performance of the Proposed QML
Framework

Metric Training | Testing | Average
False Positive Rate (%) 1.4 1.8 1.6
False Negative Rate (%) 2.1 24 2.3
Specificity (%) 98.6 98.2 98.4
Sensitivity (%) 97.9 97.6 97.8
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False Positive Rate Performance of the Proposed Quantum Machine Learning Framework
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Figure 7: False positive rate performance of the proposed
Quantum Machine Learning framework.

F1-Score Performance of the Proposed Quantum Machine Learning Framework
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Figure 8: F1-Score performance of the proposed Quantum
Machine Learning framework.

I1. F1-Score Performance

As seen in Figure [§] the F1-Score was increasing steadily
throughout the training phase while being kept constant dur-
ing the final evaluation steps. The F1-Score was growing
steadily due to the ability of the framework to distinguish
between normal traffic and traffic with malicious intent as
shown in Figure[§] In addition to that, this steady increase
shows an appropriate balance between the two measures of
precision and recall that is expected from an effective model.
Finally, the high level of F1-Score was maintained until the
end of the experiment.

D. Detection Rate Analysis

I. Attack Detection Rate

The detection rate of attacks was consistently high during
the entire assessment process; however, small variations
were noted depending on the training cycle. It is clear from
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Figure 9: Attack detection rate of the proposed Quantum
Machine Learning framework.
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Figure 10: Training loss performance of the proposed Quan-
tum Machine Learning framework.

Fig. O] that the proposed Quantum Machine Learning model
had excellent ability to detect attacks in a variety of network
situations. This variation is attributed to the difference in the
complexity of the attacks and traffic features in the dataset.
However, regardless of the variations, the overall detection
rate was steady and performed at a very high level during the
process.

II. Training Loss Analysis

The loss of training was continually declining during the en-
tire optimization process, implying that the learning capabil-
ity of the proposed QML framework was continuously im-
proving. This is evident from Figure [I0} where there was
a quick decline in the loss at the initial training phases, af-
ter which the loss started to converge to a steady minimum
point. Such a behavior indicates that the proposed QML
framework was performing very well, especially with re-
spect to parameter optimization and model generalization.
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IV. Conclusion

The performance outcomes recorded by the suggested Quan-
tum Machine Learning approach highlight its efficiency in
detecting cyber-attacks in critical infrastructures. These per-
formances include high values for accuracy, precision, re-
call, Fl-score, and attack detection rate with a relatively low
false positive rate. In addition, the quantum feature encod-
ing and variational quantum circuits provided by the model
have made it capable of identifying and distinguishing net-
work behaviors from malicious acts.

From the experimental results, there was consistent per-
formance across several types of attacks such as DDoS at-
tacks, malware attacks, insider attacks, and APTs. There
were more comparisons with traditional machine learning
algorithms to identify the strengths of the proposed quan-
tum model since it provided better classification accuracy
and enhanced the reliability of the system. It is also evident
from the constant drop in the training loss that the frame-
work could be able to learn different features of attacks ef-
fectively.

However, the results presented here show that Quantum
Machine Learning can be a possible solution to provide se-
curity systems in the future. As the critical infrastructure
networks become more complex, there is an increased need
for efficient detection systems to ensure their safety. In fu-
ture studies, one may explore the use of the framework with
bigger datasets or even implement it using a quantum com-
puter.
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