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Abstract The proliferation of Internet of Things (IoT) technology and mobile crowdsensing technology in modern-
day smart cities has accelerated the development of smart cities, thereby resulting in the generation of unprecedented
amounts of data that require real-time response and large-scale analytics. The concept of Digital Twin (DT) technology
has become the foundational concept for the management of smart cities, thereby providing virtual representations of
physical entities within the smart city environment using bidirectional real-time data flows. The use of centralized cloud
computing technology for the management of smart cities results in unacceptable latency for performance-critical ap-
plications, whereas the use of edge computing technology alone lacks the computational power for the management of
complex global scenarios. The present paper provides an exhaustive systematic review of the efficacy of Cloud-Edge
Integrated Digital Twin technology for addressing the inherent latency problem associated with centralized cloud com-
puting technology for the management of smart cities. The efficacy of the proposed three-tier taxonomy of deployment
strategies, including Edge-Heavy (Localized), Hybrid Cloud-Edge (Distributed), and AI-Orchestrated Dynamic frame-
works, is assessed for the management of the following four critical smart city scenarios: Intelligent Transportation
Systems, Smart Grids, Endpoint Security, and Massive IoT Crowdsensing. Key performance indicators like latency
reduction, bandwidth utilization, and energy efficiency are discussed. From the review, it is clear that cloud-edge inte-
gration, if further enabled by deep reinforcement learning and generative Al, can ensure that DT platforms can attain
inference latency below 50 milliseconds. This is while maintaining scalability across millions of connected endpoints.
Additionally, the paper identifies the common challenges facing the DT domain, like interoperability, edge security,
and dynamic twin migration. It further outlines the research roadmap towards the creation of fully autonomous and
sustainable smart cities.

Keywords Digital Twin, Cloud-Edge Computing, Smart Cities, Internet of Things, Vehicular Edge Computing, Deep Rein-
forcement Learning, Federated Learning, Urban Cyber-Physical Systems

I. Introduction

However, it is notable that the accelerated rate of urbaniza-
tion in the globe has led to the development of smart cities,
as traditional urban infrastructure is being revolutionized
into a highly interconnected ecosystem. The main driver of
this revolution is the development of Internet of Things (IoT)
devices, mobile crowdsensing, as well as intelligent sensors,
which monitor urban environments. For effective manage-
ment of this unprecedented amount of data, as well as au-
tonomous decision-making in real time, Digital Twin (DT)
technology has become a primary architectural paradigm.
This is different from traditional static simulation, as an ur-
ban DT is a high-fidelity, dynamic virtual replica of physical
urban assets, as well as traditional infrastructure, synchro-
nized in real time via bidirectional data streams.

Yet, despite their tremendous transformative power, the
deployment of DTs at the city-level faces severe compu-
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tational and networking challenges. The traditional archi-
tecture of DTs has largely depended on centralized cloud
computing models to address the massive storage and com-
putational needs of complex urban simulations. However,
as the number of connected endpoints increases exponen-
tially, the cloud-based models fail to provide the required
Quality of Service (QoS) and ultra-low latency guarantees
for performance-critical applications such as autonomous
Vehicular Edge Computing and intelligent traffic routing.
The physical distance between edge devices and Cloud Data
Centers (CDCs) inevitably introduces propagation delays
and bandwidth degradation, which make the synchroniza-
tion of DTs in real-time impossible.

Conversely, offloading all computational burdens to the
network edge, relying on Micro Data Centers (MDCs) and
edge nodes, reduces latency but brings about many con-
straints in terms of processing power, storage capacity, and
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global orchestration. The edge nodes do not possess a global
perspective, enabling optimization of macro-level smart city
management. Therefore, a paradigm shift in the form of
Cloud-Edge Integrated Digital Twin architecture has be-
come imperative. This collaborative approach, relying on
edge-based inference models and cloud-based global analyt-
ics/model retraining, promises localized responsiveness as
well as system-wide scalability.

Though there is an increasing body of literature that dis-
cusses individual facets of DTs, edge computing, and SC ap-
plications, there is a pressing need to understand how these
cloud-edge integrated technologies mitigate scalability chal-
lenges in urban DT applications. To this end, this paper
seeks to contribute to this body of knowledge by presenting
a systematic review of contemporary cloud-edge integrated
DT architectures. The main contributions of this paper in-
clude:

¢ A comprehensive taxonomy of cloud-edge collabora-
tive DT architectures, including how these architectures
classify existing deployment approaches as localized,
distributed, or Al-orchestrated approaches.

* An evaluation of the use of these cloud-edge integrated
technologies in addressing key SC applications, includ-
ing intelligent transportation, SC, and endpoint secu-
rity.

* An analysis of key performance indicators (KPIs) and
scalability metrics, including latency reduction, energy
efficiency, and resource allocation, that define these ap-
plications.

* An identification of key challenges in these applica-
tions, including those relating to interoperability, secu-
rity, and twin migration, including a proposed roadmap
for future research directions.

The rest of this paper is structured as follows. In Sec-
tion II, the background and basic concepts of urban digi-
tal twins and the cloud-edge continuum will be discussed.
In Section III, the inherent limitations of isolated comput-
ing models and the need for integration will be presented.
In Section IV, the taxonomy of the proposed architectural
frameworks, including Al-driven optimizations, will be dis-
cussed. In Section V, the major application areas of urban
digital twins in the context of smart cities will be presented.
In Section VI, the scalability and performance metrics will
be discussed. In Section VII, the challenges and future di-
rections will be presented. In Section VIII, the paper will be
concluded.

II. Background and Core Concepts

The integration of cloud edge computing and Digital Twin
technology represents the marriage between advanced net-
working and cyber-physical modeling. To provide context
and create a framework for this review, this section briefly
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discusses the fundamental evolution of urban DTs and the
mechanics of the cloud edge computing continuum.

A. Evolution of Urban Digital Twins

The idea of DTs was born in the manufacturing industry as
a virtual representation of a physical asset in a localized en-
vironment. However, if the idea of DTs is to be extended to
the macro-environment of smart cities, it would result in im-
mense complexity in terms of heterogeneity. DTs in modern
smart cities need to move beyond the simple idea of being
a 3D representation. With the help of cognitive computing
techniques like deep learning, time series forecasting, and
anomaly detection, DTs can help in the real-time prediction
of city operations.

Moreover, a smart city is a system of systems. Thus, a
complete DT for the urban environment must be a system
of systems itself, with a multi-dimensional framework that
ties together disparate levels of the urban environment, in-
cluding intelligent transportation systems, microgrids, and
communication systems, in a virtual environment. However,
this is only made possible by the continuous and two-way
synchronization of the physical environment with the virtual
environment in terms of the associated data, which is a sig-
nificant burden for the underlying networks.

B. The Cloud-Edge Computing Continuum

To meet the high data ingestion and processing requirements
of urban DTs, it is necessary to have a strong computing ar-
chitecture. The cloud edge continuum is a hierarchical spec-
trum of computing resources. The resources are optimized
to match computing power with network latency. Cloud
computing offers high-capacity resources for long-term stor-
age, analytics, and computationally intensive model train-
ing. Edge computing reduces cloud latency by moving com-
putation to sources of data, like self-driving cars. The union
of these two technologies is the foundation of scalable DT
systems.

ITII. The Need For Cloud-Edge Integration

To realize the full potential of urban Digital Twins, the un-
derlying computing architecture must simultaneously sup-
port massive data ingestion, complex global modeling, and
ultra-low latency responsiveness. Current literature high-
lights that relying exclusively on either centralized cloud
systems or distributed edge nodes inherently compromises
one or more of these critical requirements.

A. Limitations of Cloud-Centric Digital Twins

In the past, DT platforms have been very cloud-centric, re-
lying on CDC:s to store massive historical data and perform
computationally expensive simulations. For a smart city sce-
nario, this architecture has severe scalability limitations. The
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Figure 1: Cloud-Edge-Endpoint Architecture for Urban Dig-
ital Twin Platforms

constant transmission of massive raw data from IoT devices
and vehicular networks to remote CDCs would not only sat-
urate backbone networks but also be extremely expensive in
terms of bandwidth costs. More importantly, the distance
between endpoints in a smart city and cloud servers causes
unpredictable delays, making it impossible for the cloud to
achieve real-time DT synchronization.

B. Constraints of Isolated Edge Computing

To address the cloud latency bottleneck problem, the newly
proposed paradigms have proposed the placement of DTs
at the edge of the network using MDCs, Roadside Units
(RSU), or IoT devices. Even though the approach provides
ultra-low latency and preserves the privacy of the data, at
the same time, the approach imposes certain specific con-
straints. The edge nodes are resource-constrained and can-
not perform any complex DL training or simulate smart city
phenomena at the macro level. The edge node does not have
global awareness for the optimization of the smart city.

C. The Integration Imperative

Thus, the DT workloads are optimally distributed in the
computing continuum with the edge devices handling the
real-time data ingestion, inference, and actuation, and the
cloud handling the global aggregation, historical analy-
sis, and continuous model retraining. By leveraging the
strengths of the two domains, the cloud-edge integrated plat-
form can provide the required scalability for massive deploy-
ments while satisfying the real-time QoS requirements.

IV. Proposed Architecture Frameworks: A Taxonomy

Several strategies for the distribution of workloads of Digital
Twin within the computing continuum have been proposed
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in the recent literature. On the basis of the review of the
literature, the strategies for the deployment of Digital Twin
can be classified into three major architectural models, as
depicted in Figure 2 below.

Cloud-Edge Integrated DT Architectures

DRL/PPO
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MEC Orchestration
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Figure 2: Taxonomy of Cloud-Edge Integrated Digital Twin
Architectural Frameworks

A. Localized and Edge-Heavy Deployments

In situations requiring extreme real-time synchronization,
the architecture is highly biased towards the network edge.
Studies have identified the differences between Local Dig-
ital Twins (LDTs) and Distributed Digital Twins (DDTs),
which show that the synchronization processes at the local
edge nodes significantly minimize latency and bandwidth
usage. In this architecture, the base models are deployed
at the end-user device or the RSUs for real-time inference,
and the cloud functionality is reduced to periodic validation.
One such scenario is the deployment of deep ensemble mod-
els at the edge device for real-time malware detection and
using the cloud for meta-modeling the behavioral data.

B. Hybrid Cloud-Edge Collaborative Frameworks

For the management of the city in general, a stringent end-
to-edge-to-cloud collaboration architecture is very effective.
In this approach, the DT workload is divided in the multi-
tiered system, with the cloud being utilized for the man-
agement of the global city state by the large and resource-
intensive models, and the edges being utilized for the man-
agement of the localized IoT clusters by the small and
resource-intensive models.

C. AI-Driven Optimization in Cloud-Edge DTs

Since the distribution of static resources cannot cater to the
highly dynamic environment of a smart city, the integra-
tion of GenAl and Reinforcement Learning is necessary to
enable the automated orchestration process. The integra-
tion of GenAl into a 6G network DT enables the proactive
provisioning of resources for mobile services through the
predictive generation of GenAl. The utilization of Markov
Decision Processes (MDP) and Multi-Agent Reinforcement
Learning enables the dynamic migration of virtual twins on
edge servers to minimize communication costs and migra-
tion costs. Deep Reinforcement Learning (DRL) algorithms
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such as Proximal Policy Optimization (PPO) enable the au-
tomated orchestration of Mobile Edge Computing (MEC)
for massive IoT connections.

Table 1: Comparative Analysis of Cloud-Edge DT Architec-
tural Models

Criterion  Edge- Hybrid Al- Applicable AI Com-

Heavy Cloud- Orchestrated Domain plexity

(Local- Edge (Dy-

ized) (Dis- namic)

tributed)

Latency Very Low Low— Very Low  VEC, Low

(<20 Medium (< 50 Endpoint

ms) (20-80 ms) Security

ms)

Scalability  Low — High - Very Smart High

Single Multi- High - Grids,

domain layer City- Crowd-

wide sensing
Energy Moderate High Very MEC, Very
Effi- High IoT High
ciency (DRL- Networks
optimized)
Security Real-time Layered Adaptive Urban Medium—
Capabil- local threat zero-day Endpoint High
ity detection isolation defense Protec-
tion

Global None Partial Full (AI- All Very
Orches- (cloud managed) domains High
tration layer)
Deployment High — Moderate Low — Al All Low—
Simplic- simple - pipeline domains Medium
ity setup multi-tier needed

V. Smart City Aapplication Areas

The theoretical architectures developed in the preceding sec-
tion are flexible frameworks that must be adapted to suit the
constraints of different urban domains. This section dis-
cusses how cloud edge integrated digital twins are imple-
mented in four key smart city applications.

A. Intelligent Transportation and Vehicular Edge Computing

One of the most latency-constrained applications of smart
city infrastructure is intelligent transportation systems. The
integration of DT into VEC networks enables vehicles to
move with unprecedented coordination. While edge nodes
perform immediate actions such as collision avoidance,
complex calculations for energy optimization and sustain-
ability are performed in the cloud. The most distinctive chal-
lenge faced in the integration is the extremely high mobility
of vehicles. While moving from different edge zones of cov-
erage, the virtual twin of the vehicle must move seamlessly.
Cloud-edge platforms employ algorithms for minimizing the
total cost of communication latency and migration costs for
the smooth continuity of the service.

B. Smart Grids and Energy Management

In the context of smart cities, modern smart grids are highly
decentralized energy systems that necessitate the develop-
ment of multi-dimensional DT concepts with interconnec-
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tions among microgrids, distributed storage systems, and
consumption layers. The integration of cloud and edge com-
puting is vital in providing security and stability guaran-
tees to power systems. The need to provide cyber security
and control guarantees to Distributed Generators (DG) un-
der False Data Injection Attacks (FDIA) demands immedi-
ate intervention mechanisms at the edge nodes such as sub-
stations. At the same time, the cloud-based twin provides an
opportunity to assess the impact at the macro level.

C. Urban Security and Endpoint Protection

As smart cities introduce millions of 10T devices that are
vulnerable to cyber attacks, the attack surface for smart cities
is greatly increased. Cloud-edge collaborative platforms are
able to address the attack surface problem through the use of
initial threat detection at the network edge. Deep ensemble
learning frameworks for the detection of malware are able to
utilize the edge for the deployment of the base model for the
analysis of the network traffic. The cloud contains the com-
prehensive meta-model for validating the threats identified
at the edge and for retraining the defenses against zero-day
threats.

D. Crowdsensing and Massive IoT Orchestration

The constant ingestion of data from Mobile Crowdsensing
(MCS) network and stationary IoT devices is the lifeblood
of an urban DT. Digital Twin-assisted cloud-edge platforms
manage MEC resources for massive networks with deep re-
inforcement learning, granting access to thousands of local-
ized IoT connections and ensuring efficient large-scale edge
data collection without exhausting the energy reserves of the
devices.

VI. Scalability and Performance Metrics

The effectiveness of the cloud-edge integrated Digital Twin
platform must be quantified through the rigorous evalua-
tion of performance. As smart city deployments reach the
scale of millions of connected endpoints, collaborative ar-
chitectures must balance conflicting operational objectives
for three key performance indicators.

A. Latency and Quality of Service (QoS)

Latency is the most important factor that determines the fea-
sibility of real-time synchronization. Hybrid cloud-edge ar-
chitecture reduces end-to-end latency considerably in com-
parison to cloud-hosted architecture. Cognitive DT frame-
works using distributed edge computing have been shown to
offer anomaly forecasting capabilities with latency as low as
50 milliseconds for dense IoT clusters, which is not possible
with remote cloud servers.
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B. Bandwidth Utilization and Communication Costs

Cloud edge integration enables bandwidth optimization by
allowing the processing of raw data at the edge and send-
ing models/anomalies/metadata to the cloud. Intelligent
scheduling at the edge significantly minimizes bandwidth
required to synchronize state in real time. When evaluating
VEC systems, the total system cost, which includes the com-
munication overhead and the delay in DT migration, is sig-
nificant to provide connectivity while maintaining network
throughput.

C. Energy Efficiency and Resource Allocation

RSUs and IoT gateways, being edge nodes, have stringent
energy constraints. With the help of DRL-based MEC or-
chestration, the cloud DT is capable of efficiently allocating
tasks among massive [oT devices that use grant-free commu-
nication. This minimizes the energy spent by IoT devices.
Placing trusted edge nodes at the source of the data reduces
the energy cost associated with transmitting raw data.

Table 2: KPI Benchmark Matrix Across Smart City Appli-
cation Domains

Application Latency Bandwidth Energy Primary Al

Domain (Target / Optimiza- Reduction Technique
Achieved) tion

Intelligent < 20 ms High — Moderate — MARL,

Transporta- (edge metadata task MDP

tion (VEC) inference) only to offloading migration

cloud

Smart Grids < 50 ms Medium — High — edge State

& Energy (local anomaly proximity estimation,
anomaly alerts only nodes DRL
detection)

Urban Real-time High — only High - Deep

Endpoint (< 10 ms alerts lightweight Ensemble

Security inference) escalated edge models Learning

Crowdsensing 50 ms Very High — Very High — PPO-based

& Massive (dense grant-free DRL- DRL,

ToT cluster DT) access orchestrated GenAl

VII. Open Challenges and Future Research Directions

Despite significant advancements in cloud-edge integrated
DT architectures, several critical challenges must be ad-
dressed before realizing a fully autonomous urban digital
twin.

* Cross-Domain Interoperability: One of the main
challenges in deploying a comprehensive urban DT so-
lution is the absence of standardized communication
protocols. The different domains of a smart city, like
transportation, energy, or security, use different data
formats. The development of open, vendor-neutral data
ontologies is considered one of the main prerequisites
for enabling urban DT synchronization.

¢ Edge Security and Privacy Preservation: However,
edge deployment reduces data exposure by minimizing
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Figure 3: KPI Performance Profile by Architecture Type
(Radar Chart)

computation. The edge nodes, however, form a sub-
stantial attack surface. There is a need to implement
resource-aware security solutions, like intrusion detec-
tion systems that utilize federated learning, to secure
edge devices without compromising latency budgets.
There is a need to integrate differential privacy and se-
cure multi-party computation into the DT synchroniza-
tion pipeline.

* Dynamic and Predictive Twin Migration: Seamless
DT instance migration across edge servers for highly
mobile assets is still an unsolved research challenge.
Existing MDP- and MARL-based methods mainly fo-
cus on reactive handover cost optimization. Future re-
search directions in DTs over edge servers include the
design of predictive DT migration policies that consider
trajectory forecasts of asset mobility.

¢ Trustworthiness and Explainability of AI-Driven
Orchestration: As DT platforms increasingly rely on
black-box AI models for orchestration, the issue of ac-
countability, trustworthiness, and auditability is of crit-
ical importance in safety-critical scenarios like traffic
management and power grid control. Research direc-
tions for the future should focus on developing explain-
able AI (XAI) frameworks that can provide justifica-
tions for automated decision-making in resource allo-
cation and anomaly handling scenarios.

VIII. Conclusion

The exponential growth of IoT devices and performance-
critical applications in contemporary smart cities has high-
lighted the inherent limitations of relying entirely on either
centralized cloud computing or localized edge computing.
The present paper has provided a comprehensive overview
of the importance of Cloud-Edge Integrated Digital Twin
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platforms.

These architectures have effectively balanced the strin-
gent QoS demands with the global system scalability by
strategically partitioning the workloads and moving the
lightweight and real-time inference of the models from the
cloud to the edge devices. The review has categorized the
architectural frameworks into localized, distributed, and Al-
driven models for intelligent transportation systems, smart
grids, and endpoint security.

Therefore, the focus of future research has to be on
lightweight edge security by federated learning, predictive
twin migration in mobile networks, domain interoperability
to break existing data silos, and the development of an ex-
plainable Al framework. The integration of the cloud-edge
continuum is not just an architectural evolution but an essen-
tial requirement for the sustainable and autonomous smart
cities of the future.
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